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Privacy Choices

Privacy Notice

Who is the data controller for your personal data?

Nora Rehakova, registration number 04044606, with its registered office at
Nameésti Jifiho z Lobkovic 2195/1, Prague 3, 130 00, the Czech Republic
(hereinafter “Privacy Choices”, “we”, “us” and “our”), is the Data Controller
regarding the use of your personal information/personal data under applicable
laws, that owns and operates www.privacychoices.eu (“Website”").

For the purposes of applicable data protection laws - in particular, the General
Data Protection Regulation (EU) 2016/679 (“GDPR"), your personal
information/personal data will be controlled by Privacy Choices (hereinafter
“data controller”) in connection with the use of your personal
information/personal data (hereinafter “personal data”).

Contact Details

Questions regarding this Privacy Notice and the use of your personal data are
welcomed and should be directed to the Privacy Choices Privacy Team by email
to the address privacy@privacychoices.eu.

Personal data collection

We collect and process the following personal data from you:


http://www.privacychoices.eu

e Profile and Usage Data, including passwords to the Website or any other
password protected platforms or services provided by Privacy Choices,
your preferences in receiving marketing information from us, your
communication preferences and details about how you access to or use
the Website, including the services you viewed or searched for, web page
response times, download errors, length of visits and web page
interaction details (such as scrolling, clicks, and mouse-overs). To learn
more about our use of cookies or similar technologies, please check our
Cookie Privacy Notice.

e Technical Data, including records collected during your visits to the
Website, the Internet Protocol (IP) address, login data, browser type and
version, device type, time zone setting, browser plug-in types and
versions, operating system and platform. To learn more about our use of
cookies or similar technologies, please check our Cookie Privacy Notice.

e When we use Analytic Cookies, details of the information under Profile
and Usage Data and Technical Data (as defined above) is the information
that is collected and used.

e Identity and Contact Data, including your name, address, telephone
number, job title and function, and other personal data concerning your
preferences relevant to our services.

e Financial and Payment Data, including your bank account and other data
necessary for processing payments and fraud prevention, including
credit/debit card numbers, security code numbers and other related
billing details.

e Business Records, including details provided in the course of the
contractual or client relationship between you or your organization and
Privacy Choices, or otherwise voluntarily provided by you or your
organization.

Personal data processing about other people

If you provide details/personal data to us about any person other than yourself,
your employees, counterparties, your advisers or your vendors, you must
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ensure that they understand how their personal data will be used and that they
have given their permission for you to disclose it to us and for you to allow us
and our third party service providers to use it.

How do we collect your personal data?
The circumstances in which we can collect personal data about you include:

e when you or your organization seek services from us or use any of our
online client services;

e when you or your organization offer to provide, or provides services to us;

e when you correspond with us by phone, email or other electronic means,
or in writing, or when you provide other personal data directly to us,
including in conversation with Privacy Choices Team;

e when you or your organization browse, complete a form or make an
enquiry or otherwise interact with the Website or other online services
provided by Privacy Choices;

e when you attend our seminars or other events or sign up to receive
marketing communication from us, including training offers.

How do we use your personal data?
We use your personal data only for the following purposes:

e To fulfill a contract, or take steps linked to a contract, with you or your
organization. This includes:
o to register you as a client of Privacy Choices;
o to provide and administer services or solutions, as instructed by
you Or your organization;
o to process payments, billing, and collection; and
o to process applications for employment.



e Asrequired by Privacy Choices to conduct our business and pursue our
legitimate interests, in particular:

o

to administer and manage our relationship with you, including
accounting, auditing, and taking other steps linked to the
performance of our business relationship including identifying
persons authorized to represent our clients, suppliers or third-party
service providers;

to analyze and improve our services and communications and to
monitor compliance with our policies and standards;

to protect the security of our communications and other systems
and to prevent and detect security threats, frauds or other criminal
or malicious activities;

for insurance purposes;

to exercise or defend our legal rights or to comply with court
orders;

to provide services to our clients;

to communicate with you to keep you up-to-date on the latest
developments, announcements, and other details about our
services and solutions (including briefings, newsletters and other
marketing information), events and initiatives;

to send you details of client surveys, marketing campaigns, market
analysis, or other promotional activities; and

to collect information about your preferences to personalize and
improve the quality of our communications with you.

We will not use your personal data for taking any automated decisions affecting
or creating profiles other than as described above.

Sharing of your personal data

We share your personal data in the following circumstances:

e with our affiliates for the purposes of providing you or your organization
with our services as described in this Privacy Notice;
e with third parties including certain service providers we have retained in

connection with the services we provide, such as consultants, or experts



and legal specialists such as law firms for obtaining specialist or foreign
legal advice, translators, education evaluation services, couriers, or other
necessary entities;

e on a confidential basis with third parties for the purposes of collecting
your feedback on Privacy Choices's service provision, to help us measure
our performance and to improve our services;

e with companies providing services for money laundering and terrorist
financing checks, credit risk reduction and other fraud and crime
prevention purposes and companies providing similar services, including
financial institutions, credit reference agencies and regulatory bodies with
whom such personal data is shared;

e with courts, law enforcement authorities, regulators, government officials
or attorneys or other parties where it is reasonably necessary for the
establishment, exercise or defense of a legal or equitable claim, or for the
purposes of a confidential alternative dispute resolution process;

e with third party service providers who we engage within or outside of
Privacy Choices, domestically or abroad, e.g., shared service centres, to
process personal data for any of the purposes listed above on our behalf
and in accordance with our instructions only; and

e if we sell or buy any business or assets, in which case we may disclose
your personal data to the prospective seller or buyer of such business or
assets to whom we assign or novate any of our rights and obligations.

Cross-border data transfers

When we transfer your personal data to other countries, we will use, share and
safeguard such data as described in this Privacy Notice. To provide legal and
other services, we may transfer the personal data we collect to countries outside
of the European Economic Area (hereinafter “EEA”) which do not provide the
same level of data protection as the country in which you reside and are not
recognised by the European Commission as providing an adequate level of data
protection. We only transfer personal data to these countries when it is
necessary for the services we provide you, or it is necessary for the
establishment, exercise, or defense of legal claims or subject to safeguards that
assure the protection of your personal data, such as standard contractual



clauses approved by European Commission (EU SCCs), the United Kingdom
standard contractual clauses (UK SCCs), or Swiss contractual clauses.

All Privacy Choices offices throughout the world ensure a level of data protection
at least as protective as that required in the EEA.

For further details, including obtaining a copy of the documents used to protect
your personal data, please contact the Privacy Choices Privacy Team by email to
the address privacy@privacychoices.eu.

Security of your personal data

We implemented appropriate security measures to prevent your personal data
from being accidentally lost, used, or accessed in an unauthorized way, altered
or disclosed. We have also put in place procedures to deal with any suspected
personal data breach and will notify you and any applicable regulator of a
breach where we are legally required by applicable laws to do so.

Updating your personal data

If any of the personal data that you have provided to us changes, for example if
you change your email address or if you wish to cancel any request you have
made of us, or if you become aware we have any inaccurate personal data about
you, please contact the Privacy Choices Team by sending an email to the address
privacy@privacychoices.eu.

Your privacy rights

You have various rights with respect to our use of your personal data:

e Access. You have the right to request a copy of the personal data that we
hold about you. There are exceptions to this right, so that access may be
denied if, for example, making the requested information available to you



would reveal personal data about another person, or if we are legally
prevented from disclosing such data.

e Accuracy. We aim to keep your personal data accurate, current, and
complete. We encourage you to contact us to let us know if any of your
personal data is not accurate or changes, so that we can keep your
personal data up to date.

e Objecting. In certain circumstances, you also have the right to object to
processing of your personal data and to ask us to block, erase and restrict
your personal data.

e Porting. You have the right to request that some of your personal data is
provided to you, or to another data controller, in a commonly used,
machine-readable format.

e Erasure. You have the right to ask us to erase your personal data when
the personal data is no longer necessary for the purposes for which it was
collected, or when, among other things, your personal data have been
unlawfully processed.

e Complaints. If you believe that your data protection rights may have been
breached, you have the right to lodge a complaint with the applicable
supervisory authority, or to seek a remedy through the courts.

You may, at any time, exercise any of the above rights, by contacting the Privacy
Choices Team via email to the address privacy@privacychoices.eu.

Right to withdraw consent

If you have provided your consent to the collection, processing, and transfer of
your personal data, you have the right to fully or partly withdraw this consent.
Once we have received notification that you have withdrawn your consent, we
will no longer process your personal data for the purpose(s) to which you
originally consented unless there is another legal ground for such processing of
your personal data.

To opt-out of receiving our marketing communications, please follow the opt-out
links on any marketing message sent to you by us or contact the Privacy Choices



Team by email to the address privacy@privacychoices.eu. Opting out of receiving
marketing communications will not affect the processing of personal data for
the provision of our services.

How long do we keep your personal data?

We will only retain your personal data for as long as necessary to fulfill the
purposes we collected it for, including for the purposes of satisfying any legal,
accounting, or reporting requirements and for the establishment, exercise, or
defense of legal claims, until the end of the relevant retention period or until the
claims in question have been settled.

If you want to learn more about our specific retention periods for your personal
data established in our retention policy, you may contact the Privacy Choices
Team by email to the address privacy@privacychoices.eu.

Upon expiry of the applicable retention period, we will securely destroy your
personal data in accordance with applicable laws and regulations.

Updates to this Privacy Notice

We reserve the right to update and change this Privacy Notice from time to time
in order to reflect any changes to the way in which we process your personal
data or in applicable legal requirements. Any changes we may make to our
Privacy Notice in the future will be posted on this page and, where appropriate,
notified to you by email you provided to us. Please check back frequently to see
any updates or changes to this Privacy Notice.
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